
 

 
Local Security Administrator Roles and Responsibilities for the Southwest Power Pool Request 

Management System (RMS) 

 

Overview: 
In an effort to vet the users requesting access for certain organizations, the approach to use Local 
Security Administrators (LSAs) as authorized company representatives for approving users was chosen.  
This approach was chosen largely due to the LSAs role in assigning user abilities for the current SPP 
Energy Imbalance Market Portal and the carryover of that role to the SPP Integrated Marketplace Portal.  
It is this level of familiarity of internal users combined with the granted authority by each organization of 
these LSAs for user access on behalf of the entity they represent that provides the greatest accuracy and 
adherence to an establish user protocol. 

Roles: 
There are three roles a user who is a customer and/or market participant of SPP may request in the 
RMS: standard user ability, settlement dispute ability, and organizational administrator ability.  Users 
may request any combination of these abilities.  Description of each is as follows: 

1. Standard User – The standard user has the ability to submit questions to the RMS as a member 
of a specific organization.  If an external company employee creates his/her own user the user 
will be automatically placed in an organization called non-SPP, and that will be the driver to 
initiate LSA confirmation. 

2. Settlement Dispute – The settlement dispute user will have the ability to submit settlement 
disputes for the organization for which they are confirmed as well as any nested organizations.  
Thinking of hierarchical chain, if a user is setup in the top link of a three link chain he/she will be 
able to submit settlement disputes for all entities in the chains linked below. 

3. Organizational Administrator – The organizational administrator user will have the ability to see 
all submitted issues for both the organization to which he/she is registered as well as any nested 
organizations linked. This is inclusive of settlement disputes as well as inquiries submitted by 
any standard user to that organization. 

Responsibilities: 
When someone submits an inquiry to SPP that is entered into the RMS and if the submitter is not a 
registered user in RMS, SPP will contact the LSA for verification of the user and access needed.  SPP will 
collect the authentication via email from the LSA for audit purposes.  The LSA is responsible for 
providing access only as the user should be allowed and for confirming the authority of the requesting 
user to submit questions and/or settlement disputes on behalf of the requesting organization.  The LSA 
is also responsible for the approval of the organizational administrator role.  Should that role be 
requested it will be passed along to the LSA for approval.  As a good practice the LSA should also 
periodically request a list of users listed for the organization he/she represents and request changes as 
appropriate. 


